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Abstract: We introduce a new class of range-restricted formal data privacy
standards that condition on owner’s beliefs about sensitive data ranges. By
incorporating  this  additional
information,  we  can  provide  a  stronger  privacy  guarantee  (e.g.,  an
amplification). The range-restricted formal privacy standards protect only a
subset (or ball) of data values and exclude ranges (or balls) believed to be
already publicly  known.  The  privacy standards  are  designed  for  the  risk-
weighted  pseudo  posterior  mechanism  (PPM)  used  to  generate  synthetic
data  under  an  asymptotic  differential  (aDP)  privacy  guarantee.  The  PPM
downweights the (log-)likelihood contribution for each record proportionally
to  its  disclosure  risk.  The  PPM  is  adapted  under  inclusion  of  beliefs  by
adjusting the risk-weighted pseudo likelihood. We introduce two alternative
adjustments.  The first  expresses data owner’s  knowledge of the sensitive
range as a probability,  λ,  that a datum value drawn from the underlying
generating distribution lies outside the ball or subspace of values that are
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sensitive.  The  portion  of  each  datum  likelihood  contribution  deemed
sensitive is then (1 − λi) ≤ 1 and is the only portion of the likelihood subject
to risk down-weighting. The second adjustment encodes knowledge as the
probability masses P (Ri) ≤ 1 between the edges of the sensitive range, Ri.
We use the resulting  conditional  pseudo likelihood for  a  sensitive  record,
which boosts its worst case tail values away from 0. We compare privacy and
utility  properties  for  the PPM under  the  aDP and range-restricted privacy
standards through a series of simulation studies and a real data application
to an accelerated life testing dataset 
More information on the Roger Herriot Award as well as the 
upcoming seminar can be found on the WSS website. 
https://washstat.org/awards/herriot.html
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